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1
INTELLIGENT CARD SECURE
COMMUNICATION METHOD

FIELD

The present invention relates to information security field,
more particularly relates to a method for secure communica-
tion of a smart card.

BACKGROUND

With rapid development of communication technology,
information network is widely applied, and crimes of com-
puter and network come up constantly. People protect the data
of information network by using identity identification and
encryption technology and smart card products are widely
used as identify tools for user identity identification. Secure
and effective using of smart card can implement encryption
and decryption process in real time for data transferred in the
network, so as to guarantee that the user can enjoy service
provided by the information network with security, speedi-
ness and convenience.

For the security related to the information security com-
munication field, technology of the present is not perfect and
cannot avoid problem of communication data being moni-
tored or intercepted.

SUMMARY

In order to solve problem in the conventional technology,
the present invention provides a method for secure commu-
nication of smart card.

The technical solution of the present invention is a method
for secure communication of smart card, which comprises:

S1 including powering up the smart card;

S2 including setting a security identifier and a security
variate;

S3 including waiting for receiving a command and deter-
mining a type of a received command;

if the received command is a first command, setting an
authentication method identifier as an external authentication
identifier or a mutual authentication identifier, setting an
authentication identifier of a certificate, obtaining an RSA
public key reference and an RSA private key reference, set-
ting a security environment management identifier, going
back to step S3;

if the received command is a second command, determin-
ing whether both the security environment management iden-
tifier and the authentication identifier of the certificate are set,
authenticating the certificate, setting the authentication iden-
tifier and going back to S3 if both the security environment
management identifier and the authentication identifier of the
certificate are set; reporting an error and going back to S2 if
the security environment management identifier and the
authentication identifier of the certificate are not both set;

if the received command is a third command, determining
whether the authentication identifier of the certificate is set,
sending the certificate to an external device of the smart card
and going back to S3 if the authentication identifier of the
certificate is set; returning to S2 if the authentication identifier
of the certificate is not set;

if the received command is a fourth command, going to S4;
if the received command is a fifth command, going to SS5; if
the received command is a sixth command, going to S6; if the
received command is a seventh command, going to S7;
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if the command is one of other commands, determining
whether the command meets a preset condition, authenticat-
ing the command according to a safe level and a session key
if the command meets the preset condition; performing cor-
responding operation after a successful authentication, going
back to S3; otherwise, reporting an error if the command does
not meet the preset condition;

S4 including determining whether a condition that the
security environment management identifier is not set and the
authentication identifier of the certificate is set is met; report-
ing an error and going back to S2 if the condition is met;
decrypting the fourth command via a public key referenced
by the RSA public key reference to obtain a decryption result;
obtaining a TLV structure with a safe level from the decryp-
tion result, storing the safe level, establishing a session key,
storing the session key, setting signature information and
setting a session key establishing identifier, going back to S3;

S5 including determining whether the session key estab-
lishment identifier is set, generating a first random number,
storing the first random number and sending the first random
number to the external device of the smart card and setting an
obtaining random number identifier if the session key estab-
lishment identifier is set; going back to S3; reporting an error
and going back to S2 if the session key establishment identi-
fier is not set;

S6 including determining whether the obtaining random
number identifier is set, reporting an error and going back to
step S2 if the obtaining random number identifier is not set;
constructing a first data block containing the TLV structure
with safe level, the session key, the first random number,
performing an operation on the first data block with a first
algorithm to obtain a first calculation result, constructing a
second block data containing the first calculation result and
the first algorithm, reading a signature result of the external
device of the smart card in the sixth command, authenticating
the signature result via a public key referenced by the RSA
public key reference and the second data block; setting an
external authentication identifier if the authentication is suc-
cessful, determining whether an authentication method iden-
tifier is the external authentication identifier, setting the
mutual authentication identifier if the authentication method
identifier is the external authentication identifier, going back
to S3; going back to S3 if the authentication method identifier
is not the external authentication identifier; reporting error
and going back to S2 if the authentication is not successful;

S7 including obtaining a second random number from the
seventh command, storing the second random number, deter-
mining whether a condition that the authentication method
identifier is external authentication identifier and the external
authentication identifier is set is met, constructing a third data
block containing the session key and the second random
number if the condition that the authentication method iden-
tifier is external authentication identifier and the external
authentication identifier is set is met, performing an operation
on the third data block via the first algorithm to obtain a
second calculation result; constructing a fourth data block
containing the second calculation result and the first algo-
rithm; encrypting the fourth data block via a private public
key referenced by the RSA private key reference to obtain an
encryption result, wherein the obtained encryption result is a
first signature result, sending the first signature result to the
external device of the smart card, setting the mutual authen-
tication identifier, clearing the first random number and the
second random number, going back to S3; going back to S2 if
the condition that the authentication method identifier is
external authentication identifier and the external authentica-
tion identifier is set is not met.
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Setting the security identifier includes: resetting the secu-
rity environment management identifier, setting the session
security identifier being without a safe level, resetting the
authentication identifier of the certificate, resetting the
obtaining random number identifier, resetting the session key
establishment identifier, resetting the external authentication
identifier and resetting the mutual authentication identifier,
setting the security variate includes: setting the RSA public
key reference as a default RSA public key reference; setting
the RSA private key reference as a default RSA private key
reference; setting the first session key, the second session key,
the third session key, the fourth session key and the fifth
session key as a default value respectively.

Setting an authentication method identifier as an external
authentication identifier or a mutual authentication identifier
includes: setting the authentication method identifier as exter-
nal authentication identifier if a value of a first preset byte of
the first command is a first preset value; setting the authenti-
cation method identifier as mutual authentication identifier if
the value of the first preset byte of the first command is a
second preset value;

setting an authentication identifier of a certificate includes:
resetting the authentication identifier of the certificate if a
value of a third preset byte of the first command is a third
preset value; setting authentication identifier of the certificate
if the value of the third preset byte of the first command is a
fourth preset value;

obtaining an RSA public key reference and an RSA private
key reference includes:

step al including determining whether a first TLV structure

in a data field of the first command is a first preset
structure;

going to step a2 if the first TLV structure in the data field of

the first command is the first preset structure; otherwise,
reporting an error and going back to S2;
step a2 including determining whether there is a TLV struc-
ture being a second preset structure in the data field;

obtaining and storing the RSA public key reference if there
is a TLV structure being a second preset structure in the
data field; reporting an error and going back S2 if there
is not a TLV structure being a second preset structure in
the data field,;
step a3 including determining whether there is a TLV struc-
ture being a third preset structure in the data field;

obtaining and storing RSA private key reference if there is
a TLV structure being a third preset structure in the data
field; reporting an error and going back to S2 if there is
not a TLV structure being a third preset structure in the
data field.

Obtaining and storing the RSA public key reference
includes: obtaining the last two bytes of a first structure value
and storing the last two bytes as the RSA public key reference
if a value of the second preset structure is the first structure
value; using the default RSA public key by the card if the
value of the second preset structure is a second structure
value;

obtaining and storing the RSA private key reference
includes: obtaining the last two bytes of a third structure value
and storing the last two bytes as the RSA private key reference
if a value of a third preset structure is the third structure; using
the default RSA private key reference by the card if the value
of the third preset structure is a fourth structure.

After determining whether both the security environment
management identifier and the authentication identifier of the
certificate are set, the method further includes: determining
whether the second command meets a first condition, using a
public key authentication certificate referenced by the RSA
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public key to determine whether there is a certificate required
to be authenticated if the second command meets the first
condition, going back to S2 if there is a certificate required to
be authenticated or setting the authentication identifier of the
certificate if there is not a certificate required to be authenti-
cated and going back to S3; going back to S2 if the second
command does not meet the first condition.

That the second command meets the first condition
includes: a value of a specified part of the second command
equals to a fifth preset value;

determining whether there is a certificate required to be
authenticated includes: there is not a certification required to
be authenticated if a value of a fifth bit of a first byte of the
second command is a ninth preset value; there is a certificate
required to be authenticated if the value of the fifth bit of the
first byte of the second command is not the ninth preset value.

Before decrypting the fourth command via the public key
referenced by the RSA public key reference, the method
further includes: determining whether a length of a data field
of the fourth command equals to a modular length of the
public key referenced by the RSA public key reference,
decrypting the fourth command with the public key refer-
enced by the RSA public key reference if the length of the data
field of the fourth command equals to the modular length of
the public key referenced by the RSA public key reference;
otherwise, reporting an error and going back to S3;

after storing the safe level and before establishing the ses-
sion key, the method further includes: determining whether
the session key can be established, establish session key if the
session key can be established; otherwise, reporting an error
and going back to S3.

Determining whether the session key can be established
includes:

determining whether a condition that a value of a general
tag of a control reference template equals to a seventh preset
value, and there is a first TLV structure and a second TLV
structure the length of which equals to a first preset length in
the control reference template is met, the session key can be
established if the condition is met; the session key cannot be
established if the condition is not met; wherein the seventh
preset value is a first tag or a second tag;

establishing the session key includes: in the case that the
value of the general tag of the control reference template is a
first tag,

ifaValueinthe TLV structure with a TAG being 95 is a first
value, establishing a first session key;

if the Value in the TLV structure with the TAG being 95 is
a second value, establishing a second session key;

if the Value in the TLV structure with the TAG being 95 is
athird value, establishing the first session key and the second
session key;

in the case that the value of the general tag of the control
reference template is a second tag,

if the Value in the TLV structure with the TAG being 95 is
a first value, establishing a third session key;

if the Value in the TLV structure with the TAG being 95 is
a second value, establishing a fourth session key;

if the Value in the TLV structure with the TAG being 95 is
athird value, establishing the third session key and the fourth
session key;

if the Value in the TLV structure with the TAG being 95 is
a fourth value, establishing a fifth session key;

after storing the session key and before setting signature
information, the method further includes:

determining whether the signature information is required
to be set, setting signature if the signature information is
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required to be set; reporting an error and going back to S2 if
the signature information is not required to be set.

Determining whether the session key can be established
includes:

determining whether the condition that the value of the
general tag of the control reference template equals to the
seventh preset value and there is the first TLV structure and
the second TLV structure the length of which equals to the
first preset length in the control reference template is met, the
session key can be established if the condition is met; other-
wise, the session key can not be established;

determining whether the signature information is required
to be set includes:

determining whether there is a third TLV structure in the
that control reference template, wherein a value of TAG of
third TLV structure equals to an eighth preset value and a
length of TAG of third TLV structure equals to an second
preset length; the signature information being required to be
setifthereis a third TLV structure in the that control reference
template; otherwise, the signature information not being
required to be set.

S4-S7 are replaced by S4'-S7',

S4', reporting an error and going back to S2;

S5', determining whether a condition that the security envi-
ronment management identifier is not set and the authentica-
tion identifier of the certificate is set is met, reporting an error
if the condition is met, going back to S2; otherwise, generat-
ing a first random number, storing the first random number
and sending the first random number to an external device of
the smart card and setting an obtaining random number iden-
tifier, going back to S3;

S6', determining whether a condition that the obtaining
random number identifier is set, and a decryption result
obtained by decrypting the data field of the sixth command
with the public key referenced by the RSA public key refer-
ence is successfully authenticated is met, reporting an error
and going back to S2 if the condition is not met; if the
condition is met, obtaining a safe level from the decryption
result and generating card confidential data, determining
whether a control reference template of the decryption result
meets a preset requirement, obtaining and storing confiden-
tial data of the external device of the smart card if the control
reference template meets the preset requirement, generating a
session key according to the card confidential data and the
confidential data of the external device, generating signature
information according to a specified byte of the confidential
data of the external device and a specified byte of the card
confidential data, setting a session key establishment identi-
fier and setting an obtaining random number identifier;
reporting an error and going back to S2 if the control refer-
ence template does not meet the preset requirement.

S7', obtaining the second random number from the seventh
command, storing the second random number and determin-
ing whether a condition that the session key establishment
identifier is set and the obtaining random number identifier is
set is met, going back to S2 if the condition is not met; if the
condition is met, obtaining a data field of the seventh com-
mand from the seventh command, constructing a third data
block containing the card confidential data and the data field
of the seventh command, performing operation on the third
data block via the first algorithm to obtain an operation result,
wherein the operation result is a second calculation result;
constructing a fourth data block containing the card confiden-
tial data and the second calculation result; encrypting the
fourth block via the private key referenced by the RSA private
key reference to obtain an encryption result, wherein the
encryption result is a first signature result; sending the first
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signature result to the external device of the smart card, set-
ting the mutual authentication identifier, clearing the first
random number and the second random number, going back
S3.

Generating a session key according to the card confidential
data and the confidential data of the external device includes

performing exclusive OR operation on the confidential
data of the external device and the card confidential data to
obtain an exclusive OR operation result; setting a correspond-
ing counting number according to a type of the session key
required to be generated, splicing the exclusive operation
result and the counting number orderly, performing an opera-
tion on an splicing result via a first algorithm to obtain a third
calculation result, obtaining a preset byte data from the third
calculation result and storing the preset byte data as the ses-
sion key.

The advantages of the technical solution provided by the
embodiments of the present invention are: by the method of
the present invention, a security communication mechanism
can be provided safely to a card; By initiating a session, the
two parties of communication can authenticate with each
other and one party can determine legitimate identity of the
other party and the integrity of the other party, which provides
safe restraint for subsequent communication so as to improve
safety of communication.

BRIEF DESCRIPTION OF THE DRAWINGS

FIGS. 1-3 are flowcharts for secure communication of
smart card provided by an embodiment of the present inven-
tion.

DETAILED DESCRIPTION

The embodiment of the present invention provides a
method for secure communication of smart card based on
management of secure channels in a smart card. Details of the
embodiment will be illustrated by combining drawings of the
present invention.

Referring to FIGS. 1-3, an embodiment of a method for
secure communication of smart card is provided. The method
includes step 101 to step 112.

In step 101, a smart card is powered up.

In step 102, a security identifier and a security variate are
set.

In the embodiment, the secure identifier may be set by:
setting a security environment management identifier to an
uncompleted state, setting an initial state of a session security
identifier as an identifier without a safe level, setting a com-
pleting certification authentication identifier to an uncom-
pleted state, setting an obtaining random number identifier to
an uncompleted state, setting a session key identifier to an
un-established state, setting an external authentication iden-
tifier to an un-completed state and setting a mutual authenti-
cation identifier to an un-completed state.

In the embodiment, the security variate may be set by:
setting a RSA public key reference as PKV1 (Public Key
Version 1), PKI1 (Public Key Index 1); setting a RSA private
key reference as SKV1 (Secret Key Version 1), SKI1 (Secret
Key Index); setting a first session key, a second session key, a
third session key, a fourth session key and a fifth session key
as an initial value which can be ‘00’ of 16 bytes; setting
signature information as an initial value which can be ‘00’ of
8 bytes. Preferably, the first session key is CMAC (Command
Message Authentication Code) session key, the second ses-
sion key is RMAC (Response Message Authentication Code)
session key, the third session key is CENC(Command
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Encryption) session key, the fourth session key is RENC
(Response Encryption) session key and the fifth sessionkey is
DEK (Data Encryption Key) session key.

In step 103, a command is waited to be received.

In the embodiment, the command includes a first com-
mand, a second command, a third command, a fourth com-
mand, a fifth command, a sixth command, a seventh com-
mand and other commands.

Preferably, the first command is a command of security
environment management, the second command is a com-
mand of executing a security operating certificate authentica-
tion, the third command is a command of obtaining a certifi-
cate, the fourth command is a command of executing a
security operating decryption, the fifth command is a com-
mand of obtaining a random number, the sixth command is a
command of an external authentication, the seventh com-
mand is a command of an internal authentication.

In step 104, a type of the received command is determined.

In the embodiment, the type of the received command is
determined according to a value from a second byte to a
fourth byte of the command, which includes:

if the value from the second byte to the fourth byte of the
command is 2281A4 or 22C1A4 or 2281B6 or 22C1B6, the
command is the first command; going to step 105;

if the value from the second byte to the fourth byte in the
command is 2A00AE or 2A00BE, the command is the second
command; step 113 is executed;

if the value from the second byte to the fourth byte in the
command is CA7F21 or CB7F21, the command is the third
command, step 116 is executed;

if the value from the second byte to the fourth byte in the
command is 2A8084, the command is the fourth command,
step 118 is executed;

if the value from the second byte to the fourth byte in the
command is 840000, the command is the fifth command, step
128 is executed;

if the value from the second byte to the fourth byte in the
command is 820000, the command is the sixth command,
step 131 is executed;

if the value from the second byte to the fourth byte is
880000, the command is the seventh command, step 140 is
executed;

if the command is one of other commands, step 146 is
executed.

In step 105, a value of a third byte of the first command is
determined; if the value is equal to a first preset value, step
106 is executed; if the value is equal to a second preset value,
step 107 is executed.

In the embodiment, preferably, the first preset value is 81,
the second preset value is C1.

In step 106, an authentication method identifier is set as an
external authentication identifier, step 108 is executed.

In step 107, the authentication method identifier is set as a
mutual authentication identifier.

In step 108, a value of the fourth byte in the first command
is determined, if the value is equal to a third preset value, step
109 is executed; if the value is equal to the fourth preset value,
step 110 is executed.

In the embodiment, preferably, the third preset value is A4;
the fourth preset value is B6.

In step 109, an authentication identifier of a certificate is set
to a non-required authentication state, step 111 is executed;

In step 110, the authentication identifier of a certificate is
set to a required authentication state.

In step 111, a RSA public key reference and a RSA private
key reference are obtained and determine whether the RSA
public key reference and the RSA private key reference are
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successfully obtained; step 112 is executed if the RSA public
key reference and the RSA private key reference are success-
fully obtained; error information is output, and step 102 is
executed.

In the embodiment, the RSA public key reference and the
RSA private key reference are obtained via step al to step a3.

Instepal, whetherafirst TLV structure in a data field meets
a first preset structure is determined; step a2 is executed if the
first TLV structure in the data field meets the first preset
structure; error information is output and step 102 is executed
if the first TLV structure in the data field does not meet the first
preset structure.

The first preset structure may be 80021002.

In step a2, whether a TLV structure in the data field meets
a second preset structure is determined; the RSA public key
reference is obtained if the TLV structure in the data field
meets the second preset structure; error information is output
and step 102 is executed if the TLV structure in the data field
does not meet the second preset structure.

The second preset structure may be 8302N1N2 or 8300.

In the case that the second preset structure is 8302N1N2,
N1 and N2 are obtained and stored as the RSA public key
reference, where N1 indicates an RSA public key version
number and N2 indicates an RSA public key index number.

In the case that the second preset structure is 8300, the
default RSA public key reference of PKV1 and PKI1 are used
by the smart card, where PKV1 indicates an RSA public key
version number and PKI1 indicates an RSA public key index
number.

In step a3, whether a TLV structure in the data field meets
a third preset structure is determined; the RSA private key
reference is obtained if the TLV structure in the data field
meets the third preset structure; error information is output
and step 102 is executed if the TLV structure in the data field
does not meet the third preset structure.

The third preset structure may be 8402N3N4 or 8400.

In the case that the third preset structure is 8402N3N4, N3
and N4 are obtained and stored as the RSA private key refer-
ence, where N3 indicates a private key version number, N4
indicates a private key index number.

Inthe case that the third preset structure is 8400, the default
RSA private key reference of SKV1 and SKI1 are used by the
smart card, where SKV1 indicates a private key version num-
ber, SKI1 indicates a default private key index number.

In step 112, the security environment identifier is set to a
completed state, step 103 is executed.

Step 113 to step 115 are executed if the second command is
received.

In step 113, whether the second command meets a first
preset condition is determined, step 114 is executed if the
second command meets the first preset condition; error infor-
mation is output and step 102 is executed if the second com-
mand does not meet the first preset condition.

In the embodiment, specifically, determine whether the
second command meets the following conditions:

1) security environment management identifier is in the
completed state;

2) authentication identifier of the certificate is in the
required authentication state;

3) the value of a specified part of the second command is
equal to a fifth preset value, where the specified part in the
second command is TAG (a certificate tag) part of the TLV
structure, the fifth preset value may be 7F21;

4) the certificate is successfully authenticated by using the
public key referenced by the RSA public key reference.
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If all of the conditions above are met, it’s determined that
the second command meets the first preset condition; other-
wise, it’s determined that the second command does not meet
the first preset condition.

In step 114, whether there is a certificate required to be
authenticated is determined; step 103 is executed if there is a
certificate required to be authenticated; otherwise, step 115 is
executed.

In the embodiment, whether there is a certificate required
to be authenticated is determined according to a value of a
fifth bit of a first byte in the second command. If the value of
the fifth bit of the first byte in the second command is not
equal to 0, it’s indicated that there is a certificate required to
be authenticated; if the value of the fifth bit of the first byte in
the second command is equal to 0, it’s indicated that there is
not a certificate required to be authenticated.

In step 115, the authentication identifier of the certificate is
set to a completed state and step 103 is executed.

Step 116 to step 117 are executed if the third command is
received.

In step 116, whether the authentication identifier of the
certificate is in a completed state is determined; if the authen-
tication identifier of the certificate is in a completed state, step
117 is executed; otherwise, error information is output and
step 102 is executed.

In step 117, the certificate is sent to the external device of
the smart card and step 103 is executed.

In the embodiment, the certificate stored in the security
field of the smart card is sent to the external device of the
smart card.

As shown in FIGS. 1-2, step 118 to step 127 are executed if
the fourth command is received.

Instep 118, whether the security environment management
identifier is in the completed state is determined; if the secu-
rity environment management identifier is in the completed
state, step 120 is executed; otherwise, step 119 is executed.

In step 119, whether the authentication identifier of the
certificate is in the required authentication state is deter-
mined; if the authentication identifier of the certificate is in
the required authentication state, error information is output
and step 102 is executed; if the authentication identifier of the
certificate is not in the required authentication state, step 120
is executed.

In step 120, whether the fourth command meets a third
preset condition is determined; if the fourth command meets
the third preset condition, step 121 is executed; if the fourth
command does not meet the third preset condition, error
information is output and step 103 is executed.

In the embodiment, the fourth command meets the third
preset condition if a length of the data field of the fourth
command equals to a modular length of the public key refer-
enced by the RSA public key reference; otherwise, the fourth
command does not meet the third preset condition.

In step 121, the fourth command is decrypted by using the
public key referenced by the RSA public key reference.

In the embodiment, specifically, the public key referenced
by the RSA public key is used to decrypt the data field of the
fourth command via a preset way.

In step 122, whether a decryption result is obtained suc-
cessfully is determined; if yes, step 123 is executed; if no,
error information is output and step 103 is executed.

In the embodiment, if a value from a first byte to a second
byte of the decryption result equals to a sixth preset value,
correct decryption result is obtained. Preferably, the sixth
preset value is 0002.

20

25

40

45

50

55

60

10

In step 123, whether a TLV structure with a safe level is
obtained successfully is determined; if yes, step 125 is
executed; otherwise error information is output and step 103
is executed.

In the embodiment, the TLV structure with the safe level is
obtained from the decryption result. Whether the TLV struc-
ture with the safe level is obtained successfully is determined
according to the value of the first two bytes of the TLV
structure with the safe level. If the value of the first two bytes
of TLV structure with the safe level is D301, it’s indicated that
the TLV structure with the safe level is successfully obtained;
otherwise, it’s indicated that the TLV structure with the safe
level is unsuccessfully obtained.

In step 124, the safe level is stored and whether a session
key can be established is determined; if the session key can be
established is determined, step 125 is executed; otherwise,
error information is output, and step 103 is executed.

In the embodiment, a value of a third byte of the TLV
structure with safe level is stored as the safe level.

The session key can be established if a value of a general
tag of a CRT control reference template equals to a seventh
preset value, there is a first TLV structure in the control
reference template and there is a second TLV structure, the
length of which is equal to a first preset length, in the control
reference template; otherwise, the session key can not be
established.

Preferably, the seventh preset value is B4 or BS8; the first
TLV structure is a TLV structure, a value of the TAG of which
equals to 95; the second TLV structure is a TLV structure, a
value of the TAG of which equals to D1; the first preset length
is 16.

In step 125, the session key is established and stored.

In the embodiment, a corresponding session key is estab-
lished according to a value of the general tag of the CRT
control reference template; in the case that the value of the
general tag of CRT control reference template is B4,

if a Value in TLV structure with a TAG being 95 is 10, D1
is established as a first session key of TLV structure data of
TAG;

ifthe Value in TLV structure with a TAG being 95 is 20, D1
is established as a second session key of TLV structure data of
TAG;

ifthe Value in TLV structure with a TAG being 95 is 30, D1
is established as the first session key and the second session
key of TLV structure data of TAG

if the Value in TLV structure with a TAG being 95 meets
any one of the conditions above, it’s indicated that the session
key is established and stored successfully; otherwise, it’s
indicated that the session key is not established and stored
successfully.

In the case that the value of the general tag of CRT control
reference template is B8, if the Value in TLV structure with a
TAG being 951s 10, D1 is established as a third session key of
TLV structure data of TAG;

ifthe Value in TLV structure with a TAG being 95 is 20, D1
is established as a fourth session key of TLV structure data of
TAG;

ifthe Value in TLV structure with a TAG being 95 is 30, D1
is established as the third session key and the fourth session
key of TLV structure data of TAG;

ifthe Value in TLV structure with a TAG being 95 is C0, D1
is established as the fifth session key of TLV structure data of
TAG

In step 126, whether the signature information is required
to be set is determined; step 127 is executed if the signature
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information is required to be set; error information is output
and step 102 is executed if the signature information is not
required to be set.

In the embodiment, if there is a third TLV structure, of
which the value of TAG equals to 91 and the length equals to
a second preset length, in CRT control reference template, the
signature information is required to be set. Preferably, the
second preset length is 8.

In step 127, the signature information is set and the session
key establishing identifier is set to a completed state, step 103
is executed.

In the embodiment, the signature information is set as data
of 8 bytes, preferably, the data of 8 bytes may be
<0000000000000000°.

Step 128 to step 130 are executed if the fiftth command is
received.

In step 128, whether the fifth command meets a fourth
preset condition is determined; step 129 is executed if the fifth
command meets a fourth preset condition; otherwise, error
information is output, and step 102 is executed.

In the embodiment, if the session key establishment iden-
tifier is in a completed state, it’s determined that the fifth
command meets the fourth preset condition; otherwise, it’s
determined that the fifth command does not meet the fourth
preset condition.

In step 129, a first random number is generated and stored,
and the first random number is sent to an external device of the
smart card.

In the embodiment, preferably, the first random number
may be a random number with 16 bytes.

Instep 130, the obtaining random number identifier is set to
a completed state, and step 103 is executed.

Step 131 to step 139 are executed if the sixth command is
received.

In step 131, whether the obtaining random number identi-
fier is in a completed state is determined; step 132 is executed
if the obtaining random number identifier is in the completed
state; otherwise, error information is output, step 102 is
executed.

In step 132, a first data block containing the TLV structure
with safe level, the session key and the first random number is
constructed.

In step 133, the first data block is operated via a first
algorithm and a first calculating result is obtained.

In the present embodiment, preferably, the first algorithm
may be an algorithm of SHAI.

In step 134, a second data block containing the first calcu-
lating result and the first algorithm is constructed.

In step 135, a signature result of the external device of the
smart card is read from the sixth command and the signature
result is verified via the public key referenced by the RSA
public key reference and the second data block.

In step 136, whether the signature result is successfully
verified is determined; step 137 is executed if the signature
result is successfully verified; otherwise, error information is
output and step 102 is executed.

In step 137, the external authentication identifier is set to a
completed state.

In step 138, whether the authentication method identifier is
the external authentication identifier; step 139 is executed if
the authentication method identifier is the external authenti-
cation identifier; otherwise, step 103 is executed.

In step 139, the mutual authentication identifier is set to a
completed state, and step 103 is executed.

As shown in FIG. 3, step 140 to step 145 are executed if the
seventh command is received.
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In step 140, a second random number is read from the
seventh command, the second random number is stored and
whether the seventh command meets a fifth preset condition
is determined; step 141 is executed if the seventh command
meets the fifth preset condition; otherwise, error information
is output and step 102 is executed.

In the embodiment, the first 16 bytes in the seventh com-
mand are read as the second random number.

It’s determined that whether the seventh command meets
both the following conditions:

1) the authentication method identifier is the external
authentication identifier;

2) the external authentication identifier is in a completed
state.

Ifboth of above conditions are met, it’s determined that the
seventh command meets the fifth preset condition; otherwise,
it’s determined that the seventh command does not meet the
fifth preset condition.

In step 141, a third data block containing session key and
the second random number is constructed.

In step 142, the third data block is operated via the first
algorithm and a second calculation result is obtained.

In step 143, a fourth data block containing the second
calculation result and the first algorithm is constructed.

In step 144, the fourth data block is encrypted with the
private key referenced by the RSA public key reference and a
first signature result is obtained and the first signature result is
sent to the external device of the smart card.

In step 145, the mutual authentication identifier is set to a
completed state, the first random number and the second
random number are cleared; and step 103 is executed.

If the command is one of other commands, the following
operations are executed.

In step 146, whether the command meets a sixth preset
condition is determined; step 147 is executed if the command
meets the sixth preset condition; a corresponding operation is
operated if the command does not meet the sixth preset con-
dition and step 103 is executed.

In the embodiment, if a value of a third bit in a first byte of
the command equals to a preset value, it’s determined that the
command meets the sixth preset condition; otherwise, the
command does not meet the sixth preset condition. Prefer-
ably, the preset value is 0.

In step 147, whether the mutual authentication identifier is
in a completed state; step 148 is executed if the mutual
authentication identifier is in the completed state; otherwise,
error information is output.

In step 148, the safe level is obtained, step 149 is executed
if the safe level indicates that there is a command message
authentication code and the data field is required to be
encrypted; step 153 is executed if the safe level only indicates
that there is the command message authentication code; a
corresponding operation is performed and step 103 is
executed if the safe level indicates that there is nota command
message authentication code and the data field is not required
to be encrypted.

In step 149, command message authentication code is
obtained from the command, a first session key and a third
session key is obtained according to the safe level, signature
information is encrypted via a specified part of the first ses-
sion key and first encryption information is obtained.

In the embodiment, the command message authentication
code is obtained from the specified TLV structure of the
command. The specified part of the first session key is the first
8 bytes of the first session key.

In step 150, a first data containing the first session key, the
first encryption information and the first specified part of the
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command is constructed, the first data is taken as an input of
a first specified algorithm so as to complete a first data sig-
nature to obtain a first data signature result.

In the embodiment, the first specified part of the command
is the data before the specified TLV structure and the data in
the specified TLV structure. Preferably, the first specified
algorithm is ISO9797M2_ALG3.

In step 151, whether the first data signature result equals to
a command message authentication code is determined; step
152 is executed if the first data signature result equals to the
command message authentication code; error information is
output if the first data signature result does not equal to the
command message authentication code.

In step 152, the signature information as an integer is
incremented by 1, the second specified part of the command
is modified, decrypt the third specified part of the command
via a second specified algorithm applied by the third session
key and a corresponding operation is performed; step 103 is
executed.

In the embodiment, the second specified part is the length
of the data field of the command. Preferably, the second
specified algorithm is ISO9797M2. For example, the data in
87L01XX in the data field of the command is decrypted.

In step 153, a command message authentication code is
obtained from the command, the first session key is obtained
according to the safe level, the signature information encrypt
via the specified part of the first session key to obtain second
encryption information.

In step 154, a second data containing the first session key,
the second encryption information and the first specified part
ofthe command is constructed, the second data is taken as the
input of the first specified algorithm, signature of the second
data is completed to obtain a signature result of the second
data.

In step 155, whether the signature result of the second data
equals to the command message authentication code is deter-
mined; step 156 is executed if the signature result of the
second data equals to the command message authentication
code; error information is output if the signature result of the
second data does not equal to the command message authen-
tication code.

In step 156, signature information as an integer is incre-
mented by 1; the second specified part of the command is
modified; and a corresponding operation is performed.

It should be noted that, in the embodiment of the present
invention, steps 118 to 127 are replaced with step of output-
ting error information and then going back to step 102; step
128 is replaced with step 128", steps 131 to 134 are replaced
with steps 131' to 134'; steps 135 to 139 are replaced by
setting the session key establishing identifier and obtaining
random number identifier to completed states, going back to
step 103; steps 140 to 141 are replaced with steps 140' to 141";
step 143 is replaced with step 143"

In step 128', safe environment managing identifier and
authentication identifier of the certificate are determined; an
error is reported if the safe environment managing identifier is
in an uncompleted state and the authentication identifier of
the certificate is in required authentication state; otherwise,
steps 129 to 130 are executed.

In step 131', whether the sixth command meets a preset
condition is determined; specifically, whether following con-
ditions are met are determined: obtaining random number
identifier being in a completed state; the encryption result
obtained by decrypting the data field of the sixth command by
the public key referenced by RSA public key reference being
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successfully authenticated; step 132" is executed if the condi-
tions are met; otherwise, an error is reported and step 102 is
executed.

In step 132", the safe level is obtained from the encryption
result and card confidential data is generated; where the card
confidential data may be a random number with 32 bytes.

In step 133", whether the CRT control reference template of
the decryption result meets a preset requirement is deter-
mined; step 134' is executed if the CRT control reference
template of the decryption result meets the preset require-
ment; otherwise, error information is output, step 102 is
executed. The preset requirement is that the general TAG is
0xB4 or 0xBS8; the next TLV is 9501XX, existed TLV is
80LXX and the value of L is 0 OR 1; the existed TLV is
D1LXX and the value of L is 0; the existed TLV is 91LXX and
the value of L is 0.

In step 134", confidential data of the external device of the
smart card is obtained and stored, a session key is generated
according to the card confidential data and the confidential
data of the external device of the smart card, the confidential
data of the external device of the smart card and the first 4
bytes of the card confidential data are spliced, the spliced
result is stored as signature information.

In the embodiment, that the session key is generated
according to the card confidential data and the confidential
data of the external device of the smart card specifically
includes: an exclusive OR operation is carried on the confi-
dential data of the external device of the smart card and the
card confidential data to obtain an exclusive OR operation
result, accounting number with 32 bytes is set according to a
type of the session key that needs to be generated, the exclu-
sive OR operation result and the counting number is spliced
orderly and a SHA1 operation is made on the spliced result to
obtain a third calculation result, the first 16 bytes of the third
calculation result is obtained and the first 16 bytes is stored as
the session key.

In the case that the counting number is set as 1, the session
key generated is a first session key; in the case that the count-
ing number is set as 2, the session key generated is a second
session key; in the case that the counting number is set as 3,
the session key generated is a third session key; in the case
that the counting number is set as 4, the session key generated
is a fourth session key; in the case that the counting number is
set as 5, the session key generated is a fifth session key.

In step 140', whether the condition that the session key
establish identifier is in a completed state and the obtaining
random number identifier is in a completed state is met is
determined, step 141' is executed if the condition is met; an
error is reported and step 102 is executed if the condition is
not met.

In step 141', a data field of the seventh command is
obtained from the seventh command, a third data block con-
taining card confidential data and the data field of the seventh
command is constructed; then step 142 is executed.

In step 143", a fourth data block containing card confiden-
tial data and the second calculation result is constructed; steps
144 to 145 are executed.

The embodiment above can also implement the purpose of
the present invention.

The described embodiments are only preferred embodi-
ments of the invention and the embodiments are not intended
to limit the invention. Any alteration or change easily
obtained by those skilled in the art based on the invention
should fall in the scope of protection of the invention. There-
fore, the invention intends to protect what is claimed in
claims.
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The invention claimed is:
1. A method for safe communication of a smart card com-

prising:

S1 comprising powering up the smart card;

S2 comprising setting a security identifier and a security
variate;

S3 comprising waiting for receiving a command and deter-
mining a type of a received command;

setting an authentication method identifier as an external
authentication identifier or a mutual authentication iden-
tifier, setting an authentication identifier of a certificate,
obtaining an RSA public key reference and an RSA
private key reference, setting a security environment
management identifier, going back to step S3 if the
received command is a first command;

determining whether both the security environment man-
agement identifier and the authentication identifier of
the certificate are set if the received command is a sec-
ond command, authenticating the certificate, setting the
authentication identifier and going back to S3 if both the
security environment management identifier and the
authentication identifier of the certificate are set; report-
ing an error and going back to S2 if the security envi-
ronment management identifier and the authentication
identifier of the certificate are not both set;

determining whether the authentication identifier of the
certificate is set if the received command is a third com-
mand, sending the certificate to an external device of the
smart card and going back to S3 if the authentication
identifier of the certificate is set; reporting an error and
returning to S2 if the authentication identifier of the
certificate is not set;

if the received command is a fourth command, going to S4;
ifthe received command is a fifth command, going to S5;
if the received command is a sixth command, going to
S6; if the received command is a seventh command,
going to S7;

determining whether the command meets a preset condi-
tion if the command is one of other commands, authen-
ticating the command according to a safe level and a
session key if the command meets the preset condition;
performing corresponding operation after a successful
authentication, going back to S3; otherwise, reporting an
error if the command does not meet the preset condition;

S4 comprising determining whether a condition that the
security environment management identifier is not set
and the authentication identifier of the certificate is set is
met; reporting an error and going back to S2 if the
condition is met; decrypting the fourth command via a
public key referenced by the RSA public key reference
to obtain a decryption result; obtaining a TLV structure
with a safe level from the decryption result, storing the
safe level, establishing a session key, storing the session
key, setting signature information and setting a session
key establishing identifier, going back to S3;

S5 comprising determining whether the session key estab-
lishment identifier is set, generating a first random num-
ber, storing the first random number and sending the first
random number to the external device of the smart card
and setting an obtaining random number identifier if the
session key establishment identifier is set; going back to
S3; reporting an error and going back to S2 if the session
key establishment identifier is not set;

S6 comprising determining whether the obtaining random
number identifier is set, reporting an error and going
back to step S2 if the obtaining random number identi-
fier is not set; constructing a first data block containing
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the TLV structure with safe level, the session key, the
first random number, performing an operation on the
first data block with a first algorithm to obtain a first
calculation result, constructing a second block data con-
taining the first calculation result and the first algorithm,
reading a signature result of the external device of the
smart card in the sixth command, authenticating the
signature result via a public key referenced by the RSA
public key reference and the second data block; setting
an external authentication identifier if the authentication
is successful, determining whether an authentication
method identifier is the external authentication identi-
fier, setting the mutual authentication identifier if the
authentication method identifier is the external authen-
tication identifier, going back to S3; going back to S3 if
the authentication method identifier is not the external
authentication identifier; reporting error and going back
to S2 if the authentication is not successful;

S7 comprising obtaining a second random number from
the seventh command, storing the second random num-
ber, determining whether a condition that the authenti-
cation method identifier is the external authentication
identifier and the external authentication identifier is set
is met, constructing a third data block containing the
session key and the second random number if the con-
dition that the authentication method identifier is the
external authentication identifier and the external
authentication identifier is set is met, performing an
operation on the third data block via the first algorithm to
obtain a second calculation result; constructing a fourth
data block containing the second calculation result and
the first algorithm; encrypting the fourth data block via a
private key referenced by the RSA private key reference
to obtain an encryption result, wherein the obtained
encryption result is a first signature result, sending the
first signature result to the external device of the smart
card, setting the mutual authentication identifier, clear-
ing the first random number and the second random
number, going back to S3; going back to S2 if the con-
dition that the authentication method identifier is the
external authentication identifier and the external
authentication identifier is set is not met.

2. The method of claim 1, wherein

setting the security identifier comprises: resetting the secu-
rity environment management identifier, setting the ses-
sion security identifier being without a safe level, reset-
ting the authentication identifier of the certificate,
resetting the obtaining random number identifier, reset-
ting the session key establishment identifier, resetting
the external authentication identifier and resetting the
mutual authentication identifier,

setting the security variate comprises: setting the RSA
public key reference as a default RSA public key refer-
ence; setting the RSA private key reference as a default
RSA private key reference; setting the first session key,
the second session key, the third session key, the fourth
session key and the fifth session key as a default value
respectively.

3. The method of claim 1, wherein

setting an authentication method identifier as an external
authentication identifier or amutual authentication iden-
tifier comprises:
setting the authentication method identifier as an exter-

nal authentication identifier if a value of a first preset
byte of the first command is a first preset value; setting
the authentication method identifier as a mutual
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authentication identifier if the value of the first preset
byte of the first command is a second preset value;
setting an authentication identifier of a certificate com-
prises:
resetting the authentication identifier of the certificate if
a value of a third preset byte of the first command is a
third preset value; setting authentication identifier of
the certificate if the value of the third preset byte of the
first command is a fourth preset value;
obtaining an RSA public key reference and an RSA private
key reference comprises:
step al comprising determining whether a first TLV
structure in a data field of the first command is a first
preset structure;
going to step a2 if the first TLV structure in the data field
of the first command is the first preset structure; oth-
erwise, reporting an error and going back to S2;
step a2 comprising determining whether there is a TLV
structure being a second preset structure in the data
field;
obtaining and storing the RSA public key reference if
there is a TLV structure being a second preset struc-
ture in the data field; reporting an error and going back
S2 ifthere is nota TLV structure being a second preset
structure in the data field;
step a3 comprising determining whether there is a TLV
structure being a third preset structure in the data
field;
obtaining and storing RSA private key reference if there
is a TLV structure being a third preset structure in the
data field; reporting an error and going back to S2 if
there is not a TLV structure being a third preset struc-
ture in the data field.
4. The method of claim 3, wherein,
obtaining and storing the RSA public key reference com-
prises:
obtaining the last two bytes of a first structure value and
storing the last two bytes as the RSA public key ref-
erence if a value of the second preset structure is the
first structure value; using the default RSA public key
reference by the card if the value of the second preset
structure is a second structure value;
obtaining and storing the RSA private key reference com-
prises:
obtaining the last two bytes of a third structure value and
storing the last two bytes as the RSA private key
reference if a value of a third preset structure is the
third structure; using the default RSA private key
reference by the card if the value of the third preset
structure is a fourth structure.
5. The method of claim 1, wherein
after determining whether both the security environment
management identifier and the authentication identifier
of the certificate are set, the method further comprises:
determining whether the second command meets a first
condition, using a public key authentication certificate
referenced by the RSA public key reference to determine
whether there is a certificate required to be authenticated
if the second command meets the first condition, going
back to S2 if there is a certificate required to be authen-
ticated or setting the authentication identifier of the cer-
tificate if there is not a certificate required to be authen-
ticated and going back to S3; reporting an error and
going back to S2 if the second command does not meet
the first condition.
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6. The method of claim 5, wherein
that the second command meets the first condition com-
prises:
avalue of a specified part of the second command equals
to a fifth preset value;
determining whether there is a certificate required to be
authenticated comprises:
there is not a certification required to be authenticated if
a value of a fifth bit of a first byte of the second
command is a ninth preset value; there is a certificate
required to be authenticated if the value of the fifth bit
of'the first byte of the second command is not the ninth
preset value.
7. The method of claim 1, wherein
before decrypting the fourth command via the public key
referenced by the RSA public key reference, the method
further comprises:
determining whether a length of a data field of the fourth
command equals to a modular length of the public key
referenced by the RSA public key reference, decrypt-
ing the fourth command with the public key refer-
enced by the RSA public key reference if the length of
the data field of the fourth command equals to the
modular length of the public key referenced by the
RSA public key reference; otherwise, reporting an
error and going back to S3;
after storing the safe level and before establishing the ses-
sion key, the method further comprises:
determining whether the session key can be established,
establishing session key if the session key can be
established; otherwise, reporting an error and going
back to S3.
8. The method of claim 7, wherein determining whether the

session key can be established comprises:

determining whether a condition that a value of a general
tag of a control reference template equals to a seventh
preset value, and there is a first TLV structure and a
second TLV structure, the length of which equals to a
first preset length, in the control reference template is
met, the session key can be established if the condition is
met; the session key cannot be established if the condi-
tion is not met; wherein the seventh preset value is a first
tag or a second tag;
establishing the session key comprises:
in the case that the value of the general tag of the control
reference template is a first tag,
ifa Value in the TLV structure with a TAG being 95 is
a first value, establishing a first session key;
if the Value in the TLV structure with the TAG being
95 is a second value, establishing a second session
key; and
if the Value in the TLV structure with the TAG being
95 is a third value, establishing the first session key
and the second session key;
in the case that the value of the general tag of the control
reference template is a second tag,
if the Value in the TLV structure with the TAG being
95 is a first value, establishing a third session key;
if the Value in the TLV structure with the TAG being
95 is a second value, establishing a fourth session
key;
if the Value in the TLV structure with the TAG being
95 is a third value, establishing the third session key
and the fourth session key; and
if the Value in the TLV structure with the TAG being
95 is a fourth value, establishing a fifth session key;
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after storing the session key and before setting signature
information, the method further comprises:

determining whether the signature information is required
to be set, setting signature if the signature information is
required to be set; reporting an error and going back to
S2 if the signature information is not required to be set.

9. The method of claim 8, wherein

determining whether the session key can be established
comprises:

20

obtaining and storing confidential data of the external
device of the smart card if the control reference template
meets the preset requirement, generating a session key
according to the card confidential data and the confiden-
tial data of the external device, generating signature
information according to a specified byte of the confi-
dential data of the external device and a specified byte of
the card confidential data, setting a session key estab-
lishment identifier and setting an obtaining random
number identifier; reporting an error and going back to

determining whether the condition that the value of the 10 2 if th | vef late d h
general tag of the control reference template equals to 1l the contro re.: erznce template does not meet the
the seventh preset value and there is the first TLV struc- ?reset.re?qulrement, a
ture and the second TLV structure, the length of which S7', obtaining the second random number from the seventh
equals to the first preset length, in the control reference co.m.mand, storing the seco nd random number and deter-
template is met, the session key can be established if the 15 [rung w.hethe.:r a gondltlon that the. sesston key estab-
condition is met; otherwise, the session key can not be lishment identifier is set and the obtaining random num-
established: ’ ’ ber identifier is set is met, going back to S2 if the

determining whether the signature information is required condition is not met; if the condition is met, obtaining a
to be set comprises: data field of the seventh command from the seventh

determining whether there is a third TLV structure in the 20 command, constructing a third data block containing the
control reference template, wherein a value of TAG of card confidential data and the data field of the seventh
third TLV structure equals to an eighth preset value and cgmmand, perfompng operation on the third d ata block
a length of TAG of third TLV structure equals to an via the first algorithm to obtain an operation result,
second preset length; the signature information being wherein the operation result is a second calculation
required to be set if there is a third TLV structure in the 25 result; constructing a fourth data block containing the
control reference template; otherwise, the signature card confidential data and the second calculation result;
information not being required to be set. encrypting the fourth .block via the private key ljefer-

10. The method of claim 1, wherein S4-S7 are replaced by enced b.y the RSA private key refere?nce to obtaln an

487 encryption result, wherein the encryption result is a first

Q4! r’epo rting an error and going back to S2: 30 signature result; sending the first signature result to the

external device of the smart card, setting the mutual
authentication identifier, clearing the first random num-
ber and the second random number, going back to S3.

11. The method of claim 10, wherein

generating a session key according to the card confidential
data and the confidential data of the external device
comprises

performing an exclusive OR operation on the confidential
data of the external device and the card confidential data
to obtain an exclusive OR operation result; setting a
corresponding counting number according to a type of
the session key required to be generated, splicing the
exclusive operation result and the counting number
orderly, performing an operation on an splicing result
via a first algorithm to obtain a third calculation result,
obtaining a preset byte data from the third calculation
result and storing the preset byte data as the session key.

S5', determining whether a condition that the security envi-
ronment management identifier is not set and the authen-
tication identifier of the certificate is set is met, reporting
an error if the condition is met, going back to S2; other-
wise, generating a first random number, storing the first 35
random number and sending the first random number to
an external device of the smart card and setting an
obtaining random number identifier, going back to S3;

S6', determining whether a condition that the obtaining
random number identifier is set, and a decryption result 40
obtained by decrypting the data field of the sixth com-
mand with the public key referenced by the RSA public
key reference is successfully authenticated is met,
reporting an error and going back to S2 if the condition
is not met; if the condition is met, obtaining a safe level 45
from the decryption result and generating card confiden-
tial data, determining whether a control reference tem-
plate of the decryption result meets a preset requirement, L



